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Abstract

Today real-time applications are becoming common ap-
plications in the Internet. Such applications can bene-
fit from guarantees on packet delays and loss-rate. We
propose a new per-hop behavior called the I'T PHB
which provides such guarantees, to prioritized applica-
tion flows, and allow excess traffic which is forwarded
in-order in respect to the conforming traffic. Our pro-
posed solutions, which only needs O(1) amortized time
for enqueuing and dequeuing, are evaluated using a net-
work simulator.

1 Introduction

The use of real-time applications in the Internet is be-
coming increasingly common, e.g. video and IP tele-
phony. Such applications need to present data to users
as fast as possible. Consequently, most real-time appli-
cations are delay-sensitive. Real-time applications may
also prefer low loss-rates (e.g. to present high quality
sound and/or video to users). Applications requiring
very low loss-rates are said to be intolerant (in contrast
to applications that are tolerant to packet loss).

Clearly, delay-sensitive and intolerant applications
gain from guarantees on bounded delay and loss. Such
guarantees can be provided to prioritized traffic aggre-
gates with the Expedited Forwarding (EF) per-hop be-
havior (PHB) [5]. EF requires that the amount of traffic
using the PHB is limited. Prioritized traffic entering the
networked is divided into conforming traffic and excess
traffic. Excess traffic is dropped and conforming traf-
fic (which is below the bit-rate allocated for EF in the
network) is given loss-free forwarding with low queuing
delay. This approach fits applications that need a certain
bit-rate, but do not gain from more forwarding capacity
if available.

Delay-sensitive and intolerant applications that can
gain from additional forwarding capacity are not well
supported by the EF approach. Such applications can
adapt their sending rate as response to packet loss (i.e.
they are rate-adaptive). Still, they may need loss-free
forwarding of specific packets up to a certain bit-rate.
To meet the needs of delay-sensitive, intolerant and
rate-adaptive applications, an approach of differentiat-
ing traffic that allow excess traffic to be sent into the
network is needed.
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Most real-time applications require data to be ordered
before processing. For such applications, data need to
be ordered at the receiver before processing if packets
are re-ordered by the network. This introduces delay.
Hence, it is important to not re-order conforming and
excess packets within an application data stream.

In this paper a new PHB group is defined, the In-Time
(IT) PHB group. The IT PHB group provides delay
limited and in-order forwarding of conforming and excess
traffic aggregates. In addition, loss-free forwarding up to
a specified bit-rate is guaranteed to conforming traffic.
Excess traffic is given a loss-rate equal or close to the
loss-rate given to best-effort traffic. Hence, excess traffic
and best-effort traffic competes for available forwarding
capacity.

EF is quite straightforward to implement in routers.
A prioritized queue in addition to the best-effort queue
is sufficient to support this PHB. IT, on the other hand,
requires more sophisticated packet scheduling. Unfortu-
nately, sophisticated scheduling mechanisms tend to con-
sume considerably more clock cycles and memory than
simpler scheduling mechanisms such as prioritized queu-
ing. We show however that a scheduling mechanism sup-
porting IT can be implemented efficiently. First, a naive
implementation using a simple extension to the priori-
tized queue solution is presented. Finally, a more so-
phisticated scheduling mechanism that uses local queue
tickets is presented.

The extended prioritized queue and the queue ticket
based scheduling mechanism have one configurable pa-
rameter only, i.e. the maximum allowed delay for con-
forming and excess traffic. The amount of excess traffic
that is forwarded increases with this delay limit. We
show, through simulations with the network simulator
version 2 (NS-2) [6], that IT can be provided but a more
extensive evaluation is needed.

The problem of supporting I'T can be formalized as

Definition 1 Given a mazimum allowed delay for pri-
oritized packets, maintain a set of packets from both pri-
oritized and best-effort flows such that the following op-
erations are supported:

e enqueue (Packet *p)
Add a new packet to to the set. (All packets have a
tag indicating if it is a conforming, excess or best-
effort packet). If packets need to be dropped excess
and best-effort packet should be dropped fairly while
conforming packets should never be dropped.

e Packet *dequeue()
Return the next packet to be sent, such that priori-
tized packets are sent in time and in-order. More-



over, best-effort and excess packets should be sent
with close to the same ratio as they are enqueued.
Excess packets which are late or out of order in re-
spect to conforming packets should not be sent but
dropped.

1.1 Notations and Support

We will be using FIFO buffers with bounded maximum
size in the solutions to EF and IT. These buffers support
the following operations:

e enqueue(Item i)
Add i to the end of the buffer if size() < max()
otherwise do nothing.

e Ttem first()
If not empty return the first item in the buffer. If
the buffer is empty a default item is returned.

e dequeue ()
Remove the first item in the buffer.

e int size()
Return the number of items in the buffer.

We use N, to denote the maximum number of items
in buffer b. We assume that the FIFO buffers can be
implemented to support the above operations in O(1)
worst case time using O(Nj, - sizeof (Item)) space.

We will use t to denote the current time and d to
denote the maximum allowed delay.

1.2 Paper organization

In the follwing section we describe the different solutions
of IT and their time and space requirements. In Sect. 3
we present the NS simulation and the functional testings
of the proposed solutions. Finally, in Sect. 4 we conclude
the paper and discuss some future improvements.

2 Solutions

First we describe how EF can be implemented using a
prioritized queue as suggested by Jacobson et al. [5].
Then we will see how this solution can be extended to
support IT. Finally we propose, in our opinion, a better
solution to support the I'T PHB.

2.1 EF implemented using a prioritized
queue

Expedited forwarding can, as suggested by Jacobson et
al., be implemented using a prioritized queue. We choose
to use two FIFO buffers to implement the EF PHB; one
buffer for the prioritized packets and one for the best-
effort packets. Whenever there is a packet in the pri-
oritized buffer we dequeue the first of them and if there
are no prioritized packets we dequeue the first best-effort
packet.

Note that the best-effort traffic will be starved if too
much prioritized traffic arrive to the node. However,
we assume that either the users are fair or that there
is some sort of policing mechanism at the ingress point.
Also note that packets will be dropped if they can not
fit in the buffer which for practical reasons is bounded
in size.

Obviously, both enqueuing and dequeuing can be done
in O(1) time. The space used, in addition to the space
used to store the packets, is the space needed in the
buffers to store pointers to the packets. Hence M, = N,
and M, = N, denote the space for the conforming and
best-effort buffer respectively. We will use EF' to denote
this solution.

2.2 IT extension to the prioritized queue
solution

It is clear that, if excess traffic is allowed, the suggested
EF implementation will not support I'T, since it will not
be able to dequeue the excess traffic in order with re-
spect to the conforming traffic without treating it as a
conforming traffic.

Hence, we extend the EF solution to meet our de-
mands in the most natural way; we store the excess
packets in the buffer for the best-effort packets. We also
store, with a packet its sequence number ¢ and a time
stamp 7 = t+d, to know the order of arrival to the node
and when a prioritized (conforming/excess) packet has
to leave the node at the latest.

Since the in-link bit-rate might be higher than the
out-link bit-rate, two packets can arrive so close in time
that it is impossible to send both of them in-time if the
first is delayed as long as possible, which can be seen in
Figure 1. Hence we need to change the time stamps of
previous packets to ensure that the just arrived packet
will be sent in-time. However, since we might need to
adjust the time stamp of all the packets in the buffer we
can not afford to do this. Instead we maintain a time
offset, A, for the clock and whenever we detect that
two packets arrive too close we add the needed time,
d = (ta+d) — ((t1 + d) + sendTime(p1)), to the offset A.
This offset is then added to the current time whenever
deciding which type of packet should be sent (see details
below). We also need to store the added time, §, together
with the packet in order to be able to decrease the offset
when the packet is sent. We only do this for conforming
packets since we are allowed to drop the excess packets
if they are late.

A similar problem can occur if we have several in-
interfaces into the node, in which case two packets can
arrive on different interfaces at the same time. However,
we assume that all packets arrive to the out-interface
through a common back-plane in the node and hence
this will not effect the out-interface.

We will use subscript p to denote that 7,, o, and o,
is the time stamp, time offset and sequence number for
the first packet p, in the buffer p, respectively. Hence
p is either ¢, e or b for the conforming, excess and best-
effort packets respectively. Finally, we need to keep track
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Figure 1: If p; is delayed until ¢; 4+ d, then ps can not be sent before t2 + d. Hence p; must be sent at ¢t; + d — 4.

of the sequence number for the last dequeued conform- EF solution in the buffers. The enqueuing is still done in
ing packet Y. Hence, whenever dequeuing a conforming worst case constant time, but the dequeuing may need to
packet we also store its sequence number. drop excess packets. In worst case the best-effort /excess

To decide from which buffer a packet should be de- buffer may be filled with old excess packets and all of
queued we first note that an excess packet should be them has to be dropped. Hence dequeuing may take
dropped if it is late, 7. < ¢, or has a sequence num- O(Ng,) time. However, the dequeue time is still O(1)
ber lower than that of the last send conforming packet, per packet and we amortize the cost of the dequeuing
e < Y. Now we have the following steps: over the enqueuing. Hence the enqueue is charged the
dequeue cost and we thus have O(1) amortized time.

One major problem with this solution is that excess
packets will almost always be to old when they arrive
2. If the best-eﬁort/excess buffer is empty dequeue at the front of the buffer. Since most of the best-effort

from the conforming buffer. traffic uses TCP/IP and this tend to fill the buffers to the
limit if the load is relatively high, the time for any packet
to reach the front of the buffer roughly equals Ngyp/b
where p is the average packet size and b is the bandwidth
on the out link. If this time is greater than the maximum
allowed delay for conforming/excess packets, the excess
packets will be dropped since they are to late.

1. If both buffers are empty a predefined value is re-
turned.

3. If the conforming buffer is empty dequeue the first
packet from the best-effort/excess buffer unless it is
an excess packet which should be dropped, in which
case we drop it and start over from 1.

4. Check whether a best-effort or an excess packet is
first in the best-effort/excess buffer.

e If it is a best-effort packet dequeue it if it can 2.3 IT implemented using queue tickets
be sent before the deadline of the first confirm-
ing packet ((t+0)+sendIime(py) < (Te+o0c)),
otherwise dequeue the conforming packet.

e If it is an excess packet, first check if it should
be dropped. If so drop it and start over from
2, otherwise check if the conforming packet
should be sent before (due to sequence number
(0c < 0¢) or time ((t + O) + sendTime(pe) >
(Te + 0c))). If so dequeue the conforming
packet. Otherwise dequeue the excess packet.

To improve the handling of the problem with the naive
solution we extend the solution further introducing
queue tickets (Q). Queue tickets are found at, for ex-
ample post offices. A queue ticket is an order indication
but it is not for the arrival order, instead it is for the or-
der in which customers are to be served. Just as at the
post office one may give her ticket to another customer,
we allow one excess packet to use other excess packet’s
ticket. We let the queue ticket be an indication of which
type of packets should be served and store them in a
This solution, which we denote naive, needs 4N, + separate buffer.
3Nep+O(1) memory compared to N.+ Np+ O(1) for the This time we choose to use one buffer for each type



of packets and one for the queue tickets. Again the
buffers for conforming and excess packets store besides
the pointers to the packet also a time stamp and a se-
quence number. The buffer for the best-effort packets
does not need to store a time stamp and a sequence
number since it is not important that best-effort pack-
ets leave in time and in order with respect to prioritized
packets. Hence it only stores the pointer to the packets.
We still need to keep track of the sequence number for
the last sent confirming packet.

As before, in the naive solution, we have problem with
packets arriving too close to each other. We use the
same solution as before. This gives a space requirement
of 4N, + 3N, + Ny + N, + O(1), where N,, N, and N,
is the length of the conforming, excess and best-effort
buffers respectively and NV, is the maximum number of
queue tickets. Since excess packets may be given other’s
queue tickets it is possible that the ticket buffer stores
N, tickets while the excess buffer is empty. If the best-
effort buffer than is filled with N, packets there will be
Ny + N. = 2N, queue tickets in the buffer. Hence to
be able to store the queue tickets IV, has to be greater
than or equal to 2Nep.

Conforming packets

Excess packets

Best-effort packets

Queue tickets

Figure 2: The four buffers storing ordered prioritized
(excess and conforming), best-effort packets and queue
tickets

Enqueuing of best-effort and excess packets is a lit-
tle bit more tricky now but still O(1) worst case time.
Whenever enqueuing a best-effort or an excess packet
we also enqueue its type in the queue ticket buffer. A
packet has to be dropped not only if the buffer it should
go to is full but also if, for best-effort and excess traf-
fic, a common limit of the number of packets allowed is
reached. The limit is used to ensure that best-effort and
excess packet are dropped in a fair way when entering
the node. This common limit has to be smaller or equal
to the length of the smaller of the buffers. This implies
that N, and N, should be equal and we use N, to de-
note their common value. Hence, the space needed by
this solution is 4N, + 4Ng, + Ny + O(1) compared to
N¢+ Nep + O(1) and 4N, + 3Ng, + O(1) for the EF and
naive solutions respectively.

As in the naive solution when deciding from which
buffer a packet should be sent, we note that an excess
packet should be dropped if it is late 7 < t or has a
sequence number lower than the last send conforming

packet . < 3. We have the following steps:

1. Check whether a best-effort or an excess packet is
first according too the first ticket @, in the non
empty queue ticket buffer.

(a) In case it is a best-effort packet (Q, = best)
check if there is a conforming packet which
should be sent before due to time ((t + O) +
sendT'ime(pp) > (1c + 0¢)). If so dequeue the
first packet in the conforming buffer otherwise
dequeue the first best-effort packet in the best-
effort buffer.

(b) In case it is an excess packet (Q, = excess)

e and the excess buffer in non empty, first
check if the first packet in the excess buffer
should be dropped.

— If so drop it but do not drop the queue
ticket and start over from 1b.

— otherwise check if there is a conform-
ing packet which should be sent before
(due to sequence number (o, < o)
or time ((t + O) + sendTime(p.) >
(Te+0c))). If so dequeue the conform-
ing packet otherwise dequeue the ex-
cess packet.

e If there is no packet in the excess buffer re-

move the queue ticket and start over from
1.

2. If the queue ticket buffer is empty neither the ex-
cess nor best-effort buffer can be non empty. Hence
dequeue the first packet in the conforming buffer
unless it is empty in which case we return some
predefined value.

Which concludes the description of the ticket solution.

3 Functional Tests

To test the functionality of our proposals we have imple-
mented them in NS-2. The network topology (Figure 3)
we used has n pairs (P;, p;) of nodes sending/receiving
prioritized traffic and m pairs (Bj, b;) of nodes send-
ing/receiving best-effort traffic. All prioritized traffic
go through node A; which tags the packets as either
conforming or excess packets. All best-effort traffic go
through node A, which tags the packets as best-effort
packets. The packets are then forwarded to the I'T node
which implements the IT PHB. Bandwidth and delay of
the links can be seen in Figure 3, note that the link after
the I'T node is the bottle-neck.

In our first round of simulations we fixed the load by
using one prioritized and one best-effort low with con-
stant bit-rate sent using UDP and we varied the maxi-
mum allowed delay in the IT node. The buffers in the IT
node where set to hold at most 32 packets which at an
average packet size of 1000 bytes gives an approximate
delay of 25 ms if no conforming traffic is sent. The delay
will increase as the proportion of conforming traffic in-
creases. All the graphs are an average of ten simulations.
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Figure 4: Loss-rate, at 5.1Mb best-effort and 5.1Mb
prioritized (OMb conforming), in the IT node.

Figure 4 shows the loss-rate for best-effort and excess
packets when the over load on the link is 2% and none
of the prioritized traffic is conforming. Hence the pro-
portion of dropped packets above 2% is dropped since
they are late and the proportion below due to over load.
We see that the naive solution drops only excess packets

and best-effort traffic and hence the proportion of pack-
ets that need to be dropped is 0.2/8.2 = 2.5%. We see
here that neither the naive nor the queue ticket solution
manages to achieve equal loss-rate ratio for best-effort
and excess packets. This is due to the fact that the bit-
rate is greater on the in-link than on the out-link of the
IT node. Hence prioritized packets can arrive too close
in time and we do not solve the problem for excess pack-
ets but drop them. We got similar results with different
loads and packet sizes.

In our second round of simulation we used a number
of FTP flows on TCP/SACK as best-effort traffic and
TCP-Friendly Rate Control (TFRC) flows as prioritized
traffic. TFRC is proposed as an Equation-Based Conges-
tion Control by Floyd et al. [3]. It was developed with
real time application, which suffers from big variations
in bit-rate, in mind. Since our goal is to provide in-order
forwarding of excess traffic in respect to conforming traf-
fic we focus on the case where we have conforming traffic
(2Mb out of the available 10Mb).
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Figure 5: Loss-rate, at 4.1Mb best-effort and 6.1Mb
prioritized (2Mb conforming), in the IT node.

Figure 5 show the same situation but with 2Mb of the
prioritized traffic as conforming and hence it is not al-
lowed to be dropped. This leaves only 8Mb for excess

Figure 6 show the loss-rate when 7 FTP flows and
7 TFRC flows are used and Figure 7 show the corre-
sponding bit-rate. The bit rate for the excess traffic is
computed as the total bit-rate for prioritized traffic sub-
tracted by the amount of conforming traffic. Also the
bit-rate is presented as average per flow, i.e. the total
amount divided by the number of flows.

We especially note that we have focused on equaliz-
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Figure 7: Bit-rate, using 7 best-effort flow and 7 prior-
itized flows.

ing the loss-rate ratio for best-effort and excess packets.
However, the steady state sending rate for TCP and con-
sequently TFRC is based on a function of packet size,
loss-rate and round trip time. We provide delay guar-
antees for the prioritized flows giving shorter round trip
time, which means that the prioritized flows get a higher
send bit-rate (which we also see in Figure 7).

Furthermore, we have seen that the loss-rate ratio tend
to vary with the ratio between best-effort and prioritized
traffic. We belive the choice of ratio of TFRC and TCP
flows affects the loss-rate since TCP is more burtsy than
TFRC [3].

4 Conclusion, Open Questions
and Acknowledgment

We have seen that we can provide IT, however we still
need to evaluate the queue ticket solution in greater de-
tail. First we need to evaluate the relation between the
ratio of best-effort compared to prioritized traffic and
the loss-rate ratio. To do this we first need to determine
whether the choice of TCP or TFRC flows for prioritized
flows is significant or not.

Currently a pure drop tail strategy is used to drop
packet when the buffers become congested. We belive
that using random early detection (RED) [4] to avoid
congestion is preferable and it should be evaluated.

Moreover, the ticket queue solution might be improved
by using proportional loss-rate differentiation [1,2] to
decide if a best-effort or an excess packet should be
dropped.

Another improvement might be to keep track of the
sequence number for the last sent conforming packet per
flow instead of for the aggregate. This should reduce the
number of out-of-order drops for the excess packets.
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